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KLV 2 3D
The process of capturing wirelessly networked KLV Local Set data transmitted from an unmanned 
aerial vehicle (UAS) to visualizing that data in 3D using Open Source, Open Standards technology.
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KLV

• What is KLV?
• A bandwidth-efficient metadata Local Set conforming to Society of Motion 

Picture and Television Engineers (SMPTE) ST 336

• This standard defines a byte-level data encoding protocol for representing 
data items and data groups. This protocol defines a data structure which is 
independent of the application or transportation method used

• https://ieeexplore.ieee.org/document/8019807
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https://ieeexplore.ieee.org/document/8019807
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Currently, 142 KLV tags
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060E2B34020B01010E01030101000000690208000459F4A6AA4AA8050271C20602FD3D070208B8
0A054D51312D420B02454F0D045595B66D0E045B5360C40F02C2211002CD9C1102D9171204724
A0A20130487F84B8614047DC55ECE150403830926160212811704F101A229180414BC082B190234F30102EF00

UAS Local Set Universal Label

KLV in HEX
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Wireshark

• What is Wireshark?
• Wireshark is the world’s most popular network protocol analyzer. It is used for 

troubleshooting, analysis, development and education.
• https://www.wireshark.org/docs/relnotes/wireshark-3.4.9.html

• Used to capture an Unmanned Aerial System (UAS) Datalink Local Set from an 
MPEG-2 transport container along with compressed Motion Imagery over a 
wireless network
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https://www.wireshark.org/docs/relnotes/wireshark-3.4.9.html
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PCAPNG

• What is PCAPNG?
• The PCAP Next Generation Dump File Format (or pcapng for short) is an 

attempt to overcome the limitations of the currently widely used (but limited) 
libpcap format.

• Excerpt from the Network Working Group on PCAPNG 
• The problem of exchanging packet traces becomes more and more critical 

every day; unfortunately, no standard solutions exist for this task right now. 
One of the most accepted packet interchange formats is the one defined by 
libpcap, which is rather old and is lacking in functionality for more modern 
applications particularly from the extensibility point of view.

• https://pcapng.github.io/pcapng/draft-tuexen-opsawg-pcapng.html
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MPEG-2 Transport Container
Interspersed with UDP Packets
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https://pcapng.github.io/pcapng/draft-tuexen-opsawg-pcapng.html
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Filter for UDP==4040
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KLV carried in the 
UDP data payload
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Apache Daffodil

• What is Apache Daffodil?
• Open-source implementation of the Data Format Description Language to 

convert between fixed format data and XML, JSON, and other data structures.

• The Data Format Description Language (DFDL) is a specification, developed by 
the Open Grid Forum, capable of describing many data formats, including 
both textual and binary, scientific and numeric, legacy and modern, 
commercial record-oriented, and many industry and military standards. It 
defines a language that is a subset of W3C XML schema to describe the logical 
format of the data, and annotations within the schema to describe the 
physical representation.
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DFDL decorated 
XML Schema 
for PCAPNG
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https://www.ogf.org/ogf/doku.php/standards/dfdl/dfdl
https://www.ogf.org/
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Parsed PCAPNG to XML Format
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XSLT extraction of KLV String HEX
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DFDL Decorated
XML Schema

for KLV
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Parsed KLV in XML 
Format
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Harder KLV

From String HEX values into primitive 
Byte values

Library courtesy of 
Robert Harder, Ph.D. 

MOVES 2011
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West Ridge Systems jMisb

KLV Decoded decimal values
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Set up the DIS 
EntityStatePDU

OpenDIS7 Java
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Loop through all 
captured KLV and 

place UAS 
telemetry values in 

DIS PDUs
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Saved DIS PDU Capture
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Inline a 3D scene graph model of a 
ScanEagle UAS

Wrap in an EspduTransform node 
to enable DIS
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Time for In Memory PCAPNG Parse of 2,019 
Lines of KLV to DIS Packet Generation
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Open-Source, Open-Standards 
Technology Used

• Wireshark
• PCAPNG
• ST 0601.17
• SMPTE ST 336
• Apache Daffodil
• OpenDIS7 Java
• Harder KLV
• West Ridge Systems jMisb

• X3D Graphics
• Xj3D
• XML (Schema, XSLT)
• OpenJDK
• Apache NetBeans IDE
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Robodata & RobodataCUI Code Repositories

• Robodata including PCAPNG transformation: 
https://gitlab.nps.edu/Savage/robodata

• RobodataCUI including KLV transformation: 
https://gitlab.nps.edu/SavageDefense/robodatadefense
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https://gitlab.nps.edu/Savage/robodata
https://gitlab.nps.edu/SavageDefense/robodatadefense

