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Motivation: Network Optional Warfare

Gap: Modeling and Simulation is not part of C2 for warfighters

Network-Optional Warfare (NOW)

e Major vulnerabilities are commonplace: naval forces conducting constant
communications lack stealth and become dependent on continuous data exchange.

e Agile EMCON: "Radio silence" emissions control with judicious use of low-probability of
intercept (LPI) communication channels, such as optical.

e Messaging maturity: efficient compression and a coherently defined signal book, aiding
remote command initiative and operational freedom of action.

¢ Ethical Control of Unmanned Systems: allow unmanned systems with potential for
lethal force to operate reliably at a distance, directed by humans to follow same tasking
+ constraints as any other trusted participant.

Network-Centric Warfare (NCW)

¢ “Seeks to translate an information advantage, enabled in part by information
technology, into a competitive advantage through the robust networking of well-
informed geographically dispersed forces.”

* “This networking—combined with changes in technology, organization, processes, and
people—may allow new forms of organizational behavior.”

e Source: Network-Centric Warfare, Wikipedia

Precepts and Pillars

Network-Optional Warfare (NOW)
precepts for deliberate, stealthy,
minimalist tactical communications
include multiple technical arenas for
naval opportunity.

¢ Data Strategy for Unmanned Systems
Efficient Messaging

Ethical Control of Unmanned Systems
Optical Signaling

Rich Semantic Track (RST)

¢ Semantic Coherence

This work includes applied efforts in
Field Experimentation (FX), Modeling,
Simulation, and Analysis using open
standards for scalability.
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Operational View (OV-1) shows line-of-sight
(LOS) optical signaling via Quick Reaction
(QR) codes and Digital Flashing Light (DFL).
Only two radio frequency (RF) lightning bolts!



https://wiki.nps.edu/display/NOW/Network+Optional+Warfare

Data Strategy for Autonomous Systems Field
Experimentation (FX), Simulation and Analysis

Abstract. Data collection and analysis techniques for robot experiments are haphazard and
incomplete. Building best-practice workflows for data and metadata from unmanned systems
can leverage both field experimentation (FX) and simulation to support archival data re-use
and repeatable analysis. Reusable end-to-end data workflows are needed. Building on
multiple open standards, open-source tools, and authoritative data formats, ongoing NPS
CRUSER work is focused on applying Data Format Description Language (DFDL) techniques to
archival recording/playback of mission orders, recorded telemetry and sensor streams. This
necessary capability may enable an even-larger context, namely a Data Strategy for
Unmanned Systems field experimentation (FX), modeling and simulation (M&S) supporting
Live-Virtual-Constructive (LVC) synthesis, data repositories, and repeatable analysis. A full
end-to-end toolchain built using open capabilities has the potential to address these
important needs. This memorandum describes component technologies that together might
establish such an information infrastructure. Failure to implement a shared data strategy Q
blocks necessary interoperability of human-machine teams.
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https://wiki.nps.edu/display/NOW/Data+Strategy+for+Autonomous+Systems

Approach

Schema data design: value types and metadata

Operator defines mission plan, records summary
Robot collects, records sensor data

Relay, transfer data to intermediate storage
Archive all data: telemetry, imagery, video, 3D

Convert telemetry to Rich Semantic Track
via Data Format Description Language DFDL

# Daffodil

Operators verify mission logs, narrative, links

Publish catalog entries to Calhoun for search

&& Query, compose, analytics mashups, re-use, etc.

Robodata Workflow: collection and storage of data enables
recording, replay, smoothing and visualization of robot tracks.




Course: MV3500 Networked Simulation
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MV3500 Distributed Simulation Fundamentals Course

An introduction to distributed communications in simulation applications. Topics include introduction to the TCP/IP protocol stack, socket communications including TCP/UDP unicast/multicast
and essential protocol design issues. Follow-on emphasis is Distributed Interactive Simulation (DIS) Protocol application programming, with side looks at High Level Architecture (HLA). Course
activity focuses on creation and testing of network programming network code and web-browser applications.

This course archive contains a variety of original assets for assignments, examples, presentations, and specifications.
Key course pages:

« MV3500 Course Syllabus
e NPS CLE Sakai site for MV3500 course
¢ NPS GitLab site: NetworkedGraphicsMV3500

¢ opendis7-java Distribution Products



https://gitlab.nps.edu/Savage/NetworkedGraphicsMV3500

opendis7-java Distribution Products

] ]
opendis7-java
Get ready...
[ | [ | |
D I st rl b ut I o n The TEEE Distributed Interactive Simulation (DIS) protocol is a formal standard for conducting real-time platform-level wargaming across multiple
host computers and is used worldwide, especially by military organizations.

¢ Distributed Interactive Simulation (DIS)_101 Tutorial: The Basics, Interservice Industry Training, Simulation Education Conference (IITTSEC), .
ro u c s 29 November - 3 December 2021, Orlando Florida USA. m

<7 opendis7-java jars and documentation

Get set...

¢ IEEE DIS7 PDU color figures illustrating PDU data structures

¢ opendis7-java Javadoc provides full documentation of classes and methods for Java programmers

¢ opendis7-full jar is the latest recommended version for use. It is a "fat jar" (~210MB) which integrates all of the following:
o opendis7-pdus-classes.jar, opendis7-pdus-javadoc.jar, opendis7-pdus-source.jar
o opendis7-enumerations-classes.jar, opendis7-enumerations-javadoc.jar, opendis7-enumerations-source.jar

Experimental XML encoding for DIS Protocol version 7, enabling opportunities for further "big data" validation and conversion. Current work is testing and building upon these
potential capabilities.

¢ XML Schema DIS_7 2012.autogenerated.xsd
e DIS7 PDU XML Schema Documentation
 generated from original XML for PDUs design templates by Don McGregor

Codebase design and production:

¢ Generating Distributed Interactive Simulation (DIS) Codebases using opendis7-source-generator, Simulation Interoperability Workshop (SIW) February 2022

<Z MV3500 Networked Simulation course documentation

Go!

This NPS course is an introduction to distributed communications in simulation applications. Topics include introduction to the TCP/IP protocol stack, socket
communications including TCP/UDP unicast/multicast and essential protocol design issues. Follow-on emphasis is Distributed Interactive Simulation (DIS) Protocol
application programming, with side looks at High Level Architecture (HLA). Course activity focuses on creation and testing of network programming network code and
web-browser applications.

e MV3500 Distributed Simulation course
o course examples Javadoc  (source code)
o student assignments Javadoc (source code)



https://savage.nps.edu/opendis7-java/

Example Simulation Program, Java

main() method controls program invocation

Handle command-line arguments Execution FIOW Diagram for

New ExampleSimulationProgram(), initialize()
runSimulationLoops ()

tearDownNetworkInterface () Exam pIESim UIation Progra m .ja\la

System.exit ()

o Captuting from Adapter for loopback traffic capture

File Edit View Go Capture Analyze Stotistics Telephony Wireless Tools Help
md® RE| ] &> < =] @ Qe m

a.handleArguments () c. runSimulationLoops () runs each timestep loop of a simulation Nt

Read, save new network address/port combination
(if any, use default values if unspecified)

Time DellaTme  Source Destination Protocol  Length  Info

1688 513.292.  1.118254 172.16.0.19 239.1.2 oIS 176 POUType Entity State, Other, Other, (1:2:3)
1689 513.400. ©0.107630 172.16.0.19 239.1. oIS 128 POUTYpe Fire

. . . cs 1690 513.503.. ©.163189 172.16.6.19 239.1. oIS 136 PDUType: 22

while (simulationLoopCount > MAX) // or other condition 1691 814.620.. 1.116500 172.16.0.19 239.1. DIs 176 PDUType: Entity State, Other, Other, (1:2:3)

2
Elo
o

1692 §14.721.. ©.101858 172.16.0.19 239.1.2 oIS 128 PDUTYpe: Fire
2
2
Flo
2

Initialize loop counters, announce commencement on network

Provide warning usage message otherwise

Increment counters and timestep state variables 1693 §14.823.. ©.102322 172.16.8.19 239.1. oIS 136 PDUTYpe Comment

1702 815.934..  1.110615 172.16.0.19 239.1. ors 176 POUTYpe Entity State, Other, Other, (1:2:3)
b. constructor new ExampleSimulationProgram() 1703 B16.041..  ©.107475 172.16.9.19 239.1. oIS 128 PDUType: 2 Fire
// 1704 816.142..  ©.109632 172.16.0.19 239.1. 136 POUTYpe: Comment

// * your own simulation code goes here! ikt ks bkkkhi 1705 §16.254.. ©.111660 172.16.0.19 239.1.2. oIS 152 PDUTYpe: Comment.

Initialize DIS channel parameters

Initialize simulation entities of interest Frame 1765: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface \Device\NPF_Loopback, id @ || Null/Loopback

R N N i i i i 2 Null/Loopback o 1516
Join DIS channel for live network connection Are you listening for DIS PDUs from networked simulation channel? e e | et €1, G TERTAE), (o EDALAE L L .F I‘
A ami
Send CommentPdu as initial message User Datagram Protocol, Src Port: 3000, Dst Port: 3800 m by

Distributed Interactive Simulation
¥ Header
initialize () Proto version: IEEE 1278.1-2012 (7) Internet Protocol Version 4
Exercise I0: 1 Py vy e eSS e L 2
. ) A PDU type: Comment (22) . o " N
initializeDisChannel () proto Family: simulation management (5) "E’j‘“" ”S’;‘ “”ES”‘;D‘ED?D;;‘ Total Lengt!
Timestamp: 34:28.506998 (absolute) X
Initialize network interface Egﬁ ;i”fth‘ 3228 Identification Fragment Offset
e atus: Ox 1x00009765 0000, [

Setup PDU recorder 1... - CEI: Coupled (ox1) X
= LVC: No Statement (Bx@)

Time to Live Protocol Header Checksum
1 17 0x00000000

.0
- . . - . Padding: 0@
initializeSimulationEntities() “ Comment PDU

¥ Originating Entity ID Source Address
Create PDU factory Entity ID Site: @ 172.16.0.19

Define each model of interest including Entity ID Application: @

Entity ID Entity: @ Destination Address
. N N s N “ Receiving Entity ID 230.1.2.3
Compute, set state variable whether termination condition is met Entity 1D Site: @

Entity ID Application: @
Join DIS channel Entity ID Entity: @

g // Number of Fixed Data Fields: @
Send CommentPDU as initial announcement Number of Variable Data Fields: 2 Source Port Destination Port

. . ~ Variable data 3000 3000
Send outgoing DIS PDU messages to network channel for this loop Datum TD: 210000 - p——
Datum length: 248
Datum value: 786164 7566174696F £6772616d 128 0x000073d8
Thread sleep for real-time duration of simulation timestep Datum value as text: MV3500 ExampleSimulationProgram
¥ Variable data

Datun I0: 240000
If termination condition met, break out of loop. Otherwise continue. Datum 1e;gth 304
Datum value: 72 1746 f fod:
Datum value as text: runSimulation() completed successfully Pov v vy v by vy 08 g gy
d. disChannel.tearDownNetworkInterface() Header

[no value for field]

names, platform IDs,network identifiers

ser Datagram Protocol
o

1516,

s b P e L 2

Payload

756363657373667566.. Distributed Interactive Simulation

Clears all buffers Comment FDU
Closes pduRecorder [no value for field]
Shuts down threads @ 7 adapter for loopback traffic capture: <live capture in progress» Packets: 1949 - Displayed: 47 (2.4%) Profile: Default
Releases network resources

MV3500 OpenDis7Examples ExampleSimulationProgramFlowDiagram.pdf
e. System.exit() // quit

https://en.wikipedia.org/wiki/UML_state_machine 22 May 2023



https://gitlab.nps.edu/Savage/NetworkedGraphicsMV3500/-/tree/master/examples/src/SimkitOpenDis7Examples

A stream

Example

IS a stream

Simulation Program

opendis7-full. jar

DisChannel

opendis7-full. jar

PduRecorder

IS a stream.

)

initialize

DisChannel
I

setup
PduRecorder

Recording,
filtering, and
playing back

create threaded M

Awake! | »{ initialize )
Start L
CommentPdu
>—| “Now connected” I '

C begin simulation )
[

—b(while OK continue)

all manner of
DIS streams
offers path
forward to
achieve full
LVC mashups,
operational C2
integration.

T
Compute
activities

Update model
state changes
I

increment
loop
counters

sleep
timeout

( publish PDUs

(check for termination)

[ loop to continue,

/____L____ | into buffer,
{_checkother PDUs /o clear when checked

)—»C stream buffer )

otherwise terminatel T
M
t

read PDUs

——— b

__________ N
/

I
( stream flush() »——{ sendPDUs |-

timestamp sort
save PDU log

|
\/ \/
t t

socket close,
free resources,
kill thread
|

Shared
socket for

distributed
shared state

provided by
PDU streams

published on
DIS multicast
channel and

recorded
sequentially

| Prepare for Live
: Virtual Constructive
I (LVC) reuse and

| Big Data analytics

|
1

ExampleSimulationProgram UML Timing Sequence Diagram

Other
applications

open socket to
multicast channel

send PDUs

send PDUs

close socket

repeat or
t complete

23




Predecisional: preparing an asynchronous
Live Virtual Constructive (LVC) certificate

B[N/
N

4

Prerequisite: Java or Python programming ability
MV3302 Discrete Event Simulation using Simkit (Buss)

MV3500 Networked Simulation (Brutzman)

MV4503 Simulation Interoperability (Fitzpatrick)

integrate NATO/SISO C2SIM and Rich Semantic Track (Blais)
Resident week, 40-hour LVC lab practical experience (all)

Bonus course: MV4000 Hamming Learning to Learn

MOVES

23



& Web3D Consortium
2,499 Tweets

Home
Explore
Notifications \*
webI3D ;

Messages

Web3D Consortium

s N

e~

web|3D

CONSORTIUM

Open Standards for Real-Time 3D Communication

NEWS & EVENTS CREATE X3D PARTICIPATE STANDARDS ABOUT " "
Edit profile

Lists
Web3D Consortium
Bookmarks @Web3DConsortium

Nonprofit organization for companies, agencies, universities, individuals. We build
. i : H#HANI ‘
Twitter Blue flee+::)pen ISO Web graphics standards: #X3D #VRML #HAnim #X3DOM
@Web3D2023

8 O @ 0 O # B €

X3D
Printed
Preoperative
Planning

. © Participation is world wide. 2 web3d.org Joined September 2009
Profile

3,785 Following 2,047 Followers

6]

More Tweets Replies

A& Pinned Tweet
Web3D Consortium @Web3DConsortium - Mar 29
¢ ) Announcement: @Vicomtech is organizing @Webh3D2023 Conference
for @TheOfficial ACM @siggraph in San Sebastian"}' 9-11 October! .7 CFP
ey \4,, s NG open!! @Topics: 3D content creation, publishing #X3D @gITF3D, Virtual
£ worlds, #Metaverse, related topics. More info:

webl3D

B SketchUp +«—/ | S
| CONVERT 1 web3d.siggraph.org/cfp/

3 305 MAx /— - & Web3D 2023

others SAN SEBASTIAN - SPAIN

X3D provides a presentation layer (a scene graph) to display animated, interactive 3D models from multiple sources and
domains into web applications. The presentation pipeline is supported by X3D4 to make native authoring and use of X3D

models fully integrated with HTMLS. Call for Pa pei's

The 28th International Conference on.30Web™Ti



https://twitter.com/Web3DConsortium
https://www.web3d.org/

Extensible 3D Graphics (X3D) 4.0

* Work complete by Web3D Consortium

* Final round of review, International Standards Organization
* Multiple validation tools, autogenerated APIs (Java, Python)
« XML, ClassicVRML, JSON, EXI, Turtle RDF encodings

« HTMLS integration X3D Version 4 Overview

Tags: x3d om X_ITE x3d4 x3dv4 X3D version 4

|
. ITF 2 O re n d e rl n The X3D® version 4 (X3D4) Architecture Specification is a major upgrade to the Extensible 3D (X3D) Graphics International Standard that
u provides close support for the HTML5 Recommendation, Khronos gITF Physically Based Rendering (PBR), Web Audio API, and MIDI 2.0, along
with numerous other features. Humanoid Animation 2.0 (HAnim2) is also fully supported, including BVH-style motion animation. This mature
specification is a major update building on prior versions of X3D and Virtual Reality Modeling Language (VRML). This effort is driven by the X3D

|
. We b Au d I o AP I a n d M I D I Graphics Working Group with many contributions from multiple working groups and daily community outreach.

Available. X3D 4.0 Architecture approved by Web3D Consortium is online, ISO/IEC final editing and publication in progress April 2023.
Status. X3D 4.0 Architecture successfully passed SO ballot as Draft International Standard (DIS) by 12 nations in November 2022.
Features. X3D4 Highlights provides a quicklook of major features including HTML5, gITF, Web Audio API, and MIDI 2.0 standards.

|
‘ Ex I o rato r effo rts WI t h Release. X3D4 Committee Draft (CD1) Specification for second-round balloting by national bodies in ISO/IEC, April 2022.
Update. X3D4 Architecture Progress and Resources (with video) for Web3D 2021 Conference, Pisa Italy + online, 8-12 November 2021.

Progress. X3D4 Specification Status Report during International Standards Organization (ISO) 4-week annual meeting July-August 2021.
Preview. X3D Version 4 Draft: Ready for Early Adoption! for Web3D Webinars and SIGGRAPH conference, online August 2020.

. Release. X3D4 Committee Draft (CD) Specification for balloting by national bodies in International Standards Organization ISO/IEC.
V u Preview. X3D4 Public Working Draft Specification for 25th-anniversary Web3D 2020 Conference and Web3D Consortium ballot.

Tracking. X3D4 Implementations Progress Tracking provided numerous summary links tracking a variety of active ongong efforts.

Update. X3D Version 4 Draft: Released and Ready for Review! presentation for Web3D 2020 Conference tutorial, online November 2020.

Update. X3D Version 4 Draft: Ready for Early Adoption! presentation for Web3D Webinars and SIGGRAPH conference, online August 2020.

Rolling.  X3D4 Draft is Moving In Fast: 3D Everywhere! presentation from Web3D 2019 Conference, Los Angeles, 26-28 July 2019

Aligning. X3D Futures: what is happening, how to get involved! presentation from Web3D 2018 Conference, Poznan Poland, 22 June 2018. 23
Launch. Future of X3D presentation and detailed notes from Web3D 2017 Conference, Brisbane Australia, 7 June 2017 (photograph)



https://www.web3d.org/x3d4

SPIDERS3D Virtual Environment

[} README.md

Spiders3dPublic

This project area is for selected release of unrestricted public assets related to SPIDERS3D Collaborative Virtual Environment.
Now available:

a. SPIDERS3D Program Overview and Collaboration Walkthrough for latest demonstration video and multiple related
references.

This demonstration shows remote Web-based collaboration capabilities using the SPIDERS3D distributed virtual
environment.

b. SPIDERS3D Virtual Sand Table (VST) project slideset describes a new 3D printing/display capability.

SPIDERS3D Virtual Sand Table enables hands-on group collaboration through vertical display and 3D printing of X3D
models.

c. Collaborative 3D Visualization for Ashore, Afloat and Expeditionary Readiness Workshop is external resource providing
many relevant information assets.

In December 2019, Virginia Tech and Web3D Consortium hosted a one-day workshop to provide presentations to Naval
enterprise leaders on the use of collaborative Web-based #X3D visualization techniques by Government, Academia and
Industry practitioners. Annual workshops have followed.



https://gitlab.nps.edu/Savage/Spiders3dPublic/-/tree/master

Virtual USNA: climate change planning

Sea Level Scenario (*) Sea Level Scenario ()

US Naval Academy @Today | ()2035] ()2050| (2065 ()2100 Todsy| (2035
Annapolis, Maryland . Show Nuisance Flooding s H -
24 February, 2022 o=k ‘Show &-year Storm Flooding 3 =~ — " p— =
e 5 o 7 . 3 ‘Show 100-year Storm Water Level
Elevation and Imagery ‘ i 2065 Sea Level Scenario with Adaptations
North Severn (") Water levels shown in Mean Higher High Water
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climate impacts
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-
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https://gitlab.nps.edu/SavageDefense/Spiders3dCUI/-/tree/master/videos/demonstrations/AnnapolisUSNA/2023
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X3D-Edit now a trusted plugin for NetBeans

Apache NetBeans Trusted Plugin (link)

J Plugins

Material DEF = Material ightBhe’, dffuseColor="0.10.5 1°

imageTexture:

& ko vorid
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 Event Animation and Interpolation
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Updates

Available Plugins (34)

Check for Newest

Install

Install

Name
Yoda Quote
X3D-Edit 4.0 Module
Vagrant
textlint Support
Sort Line Tools
sonarlint4netbeans
REST Client
Python
PlantUML
PHP WordPress Blog/CMS
PHP Enhancements
PHP CS Fixer
PHP CakePHP Framework
No Newline Resolver
nb-noext-mime-resolver
NB MindMap Editor

NB Java Decompiler

1 plugin selected, 68MB

Downloaded

Category

Tools
Editing
Tools
Editing
Editing
Java
Tools
Editor
UML
PHP
PHP
PHP
PHP
Editing
Editing
Editing
Tools

Installed (12)

SRR R R R R R RS

Source

Settings

Search:

<
> X3D-Edit 4.0 Module

{jij Community Contributed Plugin

Version: 4.0.28

Author: Don Brutzman, Terry Norbraten and Mike Bailey, Naval Postgraduate School
(NPS)

Date: 5/5/23

Source: NetBeans Plugin Portal

Homepage: https://savage.nps.edu/X3D-Edit

Plugin Description

X3D-Edit is an Extensible 3D (X3D) Graphics authoring tool for simple error-free
creation, editing, validation and viewing of X3D scenes for interactive Web-based
visualization. X3D-Edit runs as a standalone application or Netbeans plugin. The X3D
file format is an advanced XML version of the original VRML97 international standard
for 3D scene graphs. X3D-Edit is available at https://savage.nps.edu/X3D-Edit

https://savage.nps.edu/X3D-Edit



https://plugins.netbeans.apache.org/catalogue/?id=90
https://savage.nps.edu/X3D-Edit

Additive Manufacturing (AM) and CAMRE:
rewriting NPS X3D ModelExchange.nps.edu

Log in

» NPS X3D Model Exchange

Welcome NPS Navy and Marine Makers!

Discover Examples Preview Upload Developers Engage FAQs Forums Learn Twitter About Account Contact

Search website (updated hourly) WQICOme, NPS Navy and Marine MakerS!

Q
Welcome to the NPS X3D Model Exchange

Additive Manufacturing (AM) will have major impacts on future Navy and Marine operations. The goal of the X3D Model

Tools Exchange is to help Navy and Marine Makers at NPS learn how to find, produce, share and print 3D models. The X3D Graphics
International Standard enables archival publishing of geometric data with corresponding metadata for long-term use and re-use.
Forums
e Presentation: X3D Model Exchange Introduction . = , -
e Posters: X3D Model Exchange, NPS Additive Manufacturing, and _ = I:" m
: "0 ® Adas S )
t\arg'le-sralilAd?pRtlon h P (NRP) Project R NOV n -‘El ——
e Available: Naval Research Program roject Report, G ‘ _
. o Pl oo T
2018. - / il em e d = Ry e ks
e Continuing work: Milestone 2: Soft Launch capability testing. B .lifl [ nai
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https://modelexchange.nps.edu/

X3D Virtual Sand Table

SPIDERS3D Virtual Sand Table (VST) enables hands-on group collaboration through vertical display and 3D
printing of X3D models.

« SPIDERS3D is a Web-based collaborative virtual environment that connects multiple participants in a shared
real-world location.

« X3D standard is used to publish 3D models and metadata originating from diverse sources, enabling
consistent 3D viewing and printing.

 Individuals can create, cooperatively modify, save and share realistic Naval scenarios of interest.
« A vertical projector displays top-down views for direct team discussion and in-person interaction.
 SPIDERS3D Virtual Sand Table is a low-cost, repeatable new twist on a classic presentation technique.

Virtual Sand Table

Shown: initial lightoff
and system testing

Vertical projector
driven by simple PC

Multiple Q shared views
simultaneously via Web
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https://gitlab.nps.edu/Savage/Spiders3dPublic/-/tree/master/videos/demonstrations/VirtualSandTable

Contact
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Vm\\// 2 n’v z,

Don Brutzman

brutzman@nps.edu

Terry Norbraten

tdnorbra@nps.edu
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